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Hello there 

 

You've considered embarking on an exciting journey to 

strengthen your professional status and career trajectory. The 

choice to obtain professional certification and/or further 

credentials in the subject matter area that you choose to 

specialise in, puts a powerful tool, right  in your hands.  

 

It will bring you competitive edge, career progression and 

market opportunity.  

 

This brochure will provide further information about the 

course of your choice. There is a wide selection of other 

courses on our website, a selection that is constantly added 

and improved upon. Feel free to email or call us if you need 

help with anything. 

 

We welcome the chance to be part of your journey. 

 

Sincerely    

 

 

 

 

Rowena Morais 

Programme Director 

rmorais@verticaldistinct.com 

Welcome Note 
 

 

 

 

 

Rowena Morais 

Programme Director 

rmorais@verticaldistinct.com 
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COURSE OVERVIEW 
 
Seldom has a technology offered more opportunity and 

more risk than the cloud. Let the marketplace know you 

are ready for the challenge with the first credential 

dedicated to cloud security, offered by the world’s 

thought leader in cloud security. 

 

 

 

This is the mother of all cloud computing 

security certifications. The Certificate of Cloud 

Security Knowledge certification is vendor-

neutral and certifies competency in key cloud 

security areas. 

—CIO.com, Top Ten Cloud Computing 

Certifications 

cloudsecurityalliance.org/ 

 

 

COURSE OFFERINGS 
 

Rowena Morais 

Programme Director 

rmorais@verticaldistinct.com 

TECHNOLOGY 

HUMAN RESOURCE  

 Certificate of Cloud Security Knowledge 

 Internal Consulting Skills – Foundation Level 

 Business Architecture - Techniques & 

Deliverables 

 Business Process Management - Techniques 

& Deliverables 

 Transitioning to Agile 

 

 HCI's Strategic Human Resource Business 

Partner (SHRBP)  

 HCI's Strategic Workforce Planning (SWP) 

 HCI’s Change Management for HR (CMHR) 

 HCI's Human Capital Strategist (HCS)  

 HCI's Leadership Development & Succession 

Strategist (LDSS)  

 HCI’s Coaching for Engagement and 

Performance (CEP) 

 HCI’s Strategic Talent Acquisition (STA)  

 HCI's Analytics for Talent Management 

(ATM)  

 

Course Information 
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Course Information 

BACKGROUND  
It took a special group of people to perceive from 

the start the likely impact cloud would have on 

computing. Those same early adopters recognise 

that the degree of potential risk and reward 

attached to the cloud calls for a deep 

understanding of cloud-related security and 

assurance issues. 

 

They know there is an advantage to differentiating 

themselves from other professionals by mastering 

leading-edge thought in this growing field and 

having an objective, third-party credential 

reflecting their expertise. And they are taking 

action, by earning the CCSK from the CSA. 

 

The professionals who have earned a CCSK come 

from a variety of backgrounds and have pursued 

their cloud certificate for several reasons. 

 

1. Cloud providers and information security 

services firms wish to demonstrate expertise in 

cloud as a competitive advantage and have 

therefore encouraged their employees to earn the 

CCSK from its inception. Being able to state that 

their employees hold the CCSK allows their 

potential clients to rest easy, knowing that the 

necessary skills will be brought to bear on their 

project. 

 

2.  All Third-Party Assessment Organisations 

(3PAOs) within the US government’s FedRamp 

programme have CCSKs on staff because they 

need an objective, consistent level of cloud 

security knowledge and mastery of good 

practices. 

 

3. Cloud customers are faced with an increasing 

number of providers and services, and 

corresponding risks and benefits. Enterprise 

users who engage with many different cloud 

providers find CCSK especially helpful in 

establishing a baseline of security best 

practices as they deal with a broad array of 

responsibilities, which may range from cloud 

governance to configuring technical security 

controls. 

 

4. Individuals and firms that provide audit, 

attestation or certification services know that, 

as more and more systems are migrated to 

cloud computing, they can grow their business 

by demonstrating, through a globally 

recognised credential, special knowledge of 

the cloud and cloud-specific security assurance. 
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CCSK Curriculum 

What is CCSK?  

The CCSK is a credential verifying successful 

completion of an exam that tests a broad 

foundation of knowledge about cloud security. 

 
FAST FACTS 
 Content: 14 domains, covering topics such as 

architecture, governance, compliance, 

operations, encryption and virtualisation; 

 Body of knowledge: CSA’s “Security Guidance 

for Critical Areas of Focus in Cloud Computing 

V4.0” (English language version), the CSA Cloud 

Controls Matrix (CCM) and the ENISA report, 

“Cloud Computing: Benefits, Risks and 

Recommendations for Information Security”; 

 Exam: Taken online, completed in 90 minutes. 

60 multiple-choice questions selected randomly 

from the CCSK question pool; passing score of 

80%; 

 CPEs: The CCSK can be used to satisfy 

continuing professional education credits for 

several other IT credentials. 

 

CCSK is a requirement for any auditor 

providing services for CSA STAR Attestation, 

CSA’s cloud provider assessment 

specification co-developed with the American 

Institute of Certified Public Accountants 

(AICPA). 

CCSK FOUNDATION  
Provides a comprehensive, review of cloud 

security fundamentals and the body of 

knowledge and prepares them for the exam.  

The course is broken into six modules that 

cover the 14 domains of the CSA Guidance and 

the ENISA Cloud Computing: Benefits, Risks 

and Recommendations for Information 

Security. 

 

Module 1 | Introduction to Cloud Computing 

This module covers the fundamentals of cloud 

computing, including definitions, architectures, 

and the role of virtualisation.  Key topics 

include cloud computing service models, 

delivery models, and fundamental 

characteristics. It also introduces the Shared 

Responsibilities Model and a framework for 

approaching cloud security. 

 

Module 2 | Infrastructure Security for Cloud 

Computing 

This module digs into the details of securing 

the core infrastructure for cloud computing- 

including cloud components, networks, 

management interfaces and administrator 

credentials. It delves into virtual networking 

and workload security, including the basics of 

containers and server-less. 
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CCSK Curriculum 

Module 3 | Managing Cloud Security and Risk 

This module covers important considerations for 

managing security for cloud computing. It begins 

with risk assessment and governance, then covers 

legal and compliance issues, such as discovery 

requirements in the cloud. It also covers important 

CSA risk tools including the CAIQ, CCM, and STAR 

registry. 

 

Module 4 | Data Security for Cloud Computing 

One of the biggest issues in cloud security is 

protecting data. This module covers information 

lifecycle management for the cloud and how to 

apply security controls, with an emphasis on public 

cloud. Topics include the Data Security Lifecycle, 

cloud storage models, data security issues 

with different delivery models, and managing 

encryption in and for the cloud, including 

customer managed keys (BYOK). 

 

Module 5 | Application Security and Identity 

Management for Cloud Computing 

This module covers identity management and 

application security for cloud deployments. Topics 

include federated identity and different IAM 

applications, secure development, and managing 

application security in and for the cloud. 

 

Module 6 | Cloud Security Operations 

This module covers key considerations when 

evaluating, selecting, and managing cloud 

 

 

computing providers. We also discuss the role 

of Security as a Service providers and the 

impact of cloud on Incident Response. 

 
CCSK PLUS  
Builds on the CCSK Foundation class with the 

additional days of training that cover expanded 

material and offer extensive hands-on activities 

that reinforce classroom instruction.  

 

Students engage in a scenario of bringing 

a fictional organisation securely into the cloud. 

This gives the opportunity to apply their 

knowledge by performing a series of activities 

that would be required in a real-world 

environment.  CCSK Foundation Modules 

included. The Plus content extends the course 

with: 

 

Exercise  1 | Core Account Security 

Students learn what to configure in the first 5 

minutes of opening a new cloud account and 

enable security controls such as MFA, basic 

monitoring, and IAM. 

 

Exercise  2 | IAM and Monitoring In-Depth 

Attendees expand their work on the first lab 

and implement more complex identity 

management and monitoring. This includes  
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CCSK Curriculum 

expanding IAM with Attribute Based Access 

Controls, implementing security alerting 

and understanding how to structure enterprise 

scale IAM and monitoring. 

 

Exercise  3 | Network and Instance Security 

Students create a virtual network (VPC) and 

implement a baseline security configuration. They 

also learn how to securely select and launch a 

virtual machine (instance), run a vulnerability 

assessment in the cloud, and connect to the 

instance. 

 

Exercise  4 | Encryption and Storage Security  

Students expand their deployment by adding a 

storage volume encrypted with a customer 

managed key. They also learn how to secure 

snapshots and other data. 

 

Exercise  5 | Application Security and 

Federation 

Students finish the technical labs by completely 

building out a 2-tier application and implementing 

federated identity using OpenID. 

 

Exercise  6 | Risk and Provider Assessment 

Students use the CSA CCM and STAR registry to 

evaluate risk and select a cloud provider. 

Navigating the 
Certification Ecosystem 
 
For those holding ISACA’s Certified Information 

Systems Auditor® (CISA®) designation, better 

understanding of how clouds work and how 

they can be secured makes it easier to identify 

the appropriate measures to test control 

objectives and make appropriate 

recommendations. 

 

Holders of the Certified Information Systems 

Security Professional® (CISSP®) from (ISC)2® 

benefit from the alignment between the bodies 

of knowledge of the two credentials.  

 

All CISSP’s 10 domains have an analog in 

CCSK’s 14 domains; where the domains overlap, 

CCSK builds on the CISSP domain and provides 

cloud specific context. 
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Cloud Security Alliance 

The Cloud Security Alliance (CSA) is the world’s 

leading organisation dedicated to defining and 

raising awareness of best practices to help 

ensure a secure cloud computing environment. 

CSA harnesses the subject matter expertise of 

industry practitioners, associations, 

governments, and its corporate and individual 

members to offer cloud security-specific 

research, education, certification, events and 

products. 

 

CSA’s activities, knowledge and extensive 

network benefit the entire community impacted 

by cloud - from providers and customers, to 

governments, entrepreneurs and the assurance 

industry – and provide a forum through which 

diverse parties can work together to create and 

maintain a trusted cloud ecosystem. 

 

 

 

 

 

Tech professionals rank 

CCSK #1 certification 

 

In a recent survey of 

over 6,000 certified IT 

professionals, 

Certification Magazine 

found the Cloud 

Security Alliance's CCSK 

certification ranked #1 

in average salary 

amongst professionals. 

 

https://cloudsecurityalliance.org/
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Faculty  

CREDENTIALS 

CISSP; CCSP; C-CISO; CND; ECIH; 

CASP; CCIE (R&S); CCNA; 

Amazon AWS professional; 

Microsoft Certified Trainer; 

MCSE (Server); MCSE (Public 

Cloud); MCSA (Server 2016, 2012, 

2008); CEH; ECSA, CHFI; EC-

Council. 

 

TECHNICAL SKILLS 

Certified Information System 

Security professional 

Certified Cloud Security 

professional 

CCIE Routing and Switching 

CCSK 

Azure Cloud SAAS 

Azure Cloud IAAS configuration 

and management 

SCVMM and SCOM 

VLAN and Private VLAN 

Virtualization (Hyper V) 

MPLS and VPN technologies 

Server configuration, management 

and troubleshooting. 

 

 

Rajeev is an experienced 

Information Security Consultant  

and senior corporate trainer. 

He has a demonstrated history 

of working  for various 

organisations in Security Testing 

and  Management.   

 

Rajeev is skilled in VAPT, 

Governance , Compliance , 

Cloud and Infrastructure Risk 

Management with Firewall 

Architecture (Checkpoint, Palo-

Alto, Fortigate) in both 

implementation and 

troubleshooting. He is also 

experienced in Active Directory, 

Windows Server, Operating 

Systems  and Networking. 

Rajeev is a strong IT 

professional with a Master's 

degree in  Computer Software 

Engineering from Bundelkhand 

University. 

 

Rajeev is an EC-Council  content 

writer for ECSA and aC-CISO. He 

is also an authorised CSA 

instructor. 

 

 

 

 

 

 

RAJEEV KUMAR  
 
 
One of the approved faculty 

members delivering our CCSK 

classes. All online  classes are 

facilitated by a single CSA-

approved faculty. Changes to 

the schedule may arise from 

time to time and may result in 

changes as to assigned 

faculty. 
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CREDENTIALS 

 Cloud Security Alliance CCSK  

-  top contributor to 

certification. He has been 

delivering training since 2013; 

 ISC2 CCSP  -  Member of 

CCSP creation committee and 

co-author of the certification. 

An authorised instructor since 

the first day of the 

certification. 

 

His list of publications include: 

 12 most critical risks to 

serverless 

 Cloud Security for startups – 

CSA guide  

 Research contribution: CSA 

top threats working group  

 Hakin9: From the Clouds to 

the Ground. 

 

Moshe Ferber is a recognised 

industry expert, popular public 

speaker and a notable figure in 

the cloud security community. 

He brings  more than 20 years 

of experience in this area. 

Currently Moshe specialises  in 

cloud security as an 

entrepreneur and lecturer.  

 

He promotes responsible cloud 

adoption by developing the 

next generation of cloud 

security best practices for the 

industry. 

 

He has spoken at numerous 

industry events through the 

years including at DEFCON, RSA 

APJ conference, Black Hat 

conferences, IMWorld 2017, 

Cyberweek 2017 – 2019, Secure 

Cloud 2016 and INFOSEC 2014 – 

2017. He has also spoken at 

numerous CSA CEE, APAC, US 

and EMEA Congresses.  

 

 

 

 

 

MOSHE FERBER  
 
 
One of the approved faculty 

members delivering our CCSK 

classes. All online  classes are 

facilitated by a single CSA-

approved faculty. Changes to 

the schedule may arise from 

time to time and may result in 

changes as to assigned 

faculty. 

 
 
 
 

  

Faculty  

https://cloudsecurityalliance.org/artifacts/the-12-most-critical-risks-for-serverless-applications
https://cloudsecurityalliance.org/artifacts/the-12-most-critical-risks-for-serverless-applications
https://cloudsecurityalliance.org/document/cloud-security-for-startups/
http://www.onlinecloudsec.com/press/publications
http://www.onlinecloudsec.com/press/publications
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CREDENTIALS 

 

 CCSK authorised Instructor; 

 TOGAF9 Certified; 

 Prince2 Practitioner; 

   Agile PM Practitioner;  

   AWS Certified Cloud   

Practitioner. 

 

Guillaume’s experience 

encompasses technical hands-

on, project management 

and architecture roles in the 

media, television and 

advertising industries, for 

various small and large 

companies. 

 

He’s worked on cloud migration 

and transformation projects for 

more than five years. He has 

developed a strong expertise in 

the technical, business and 

security aspects of cloud 

computing. 

 

Guillaume holds CCSK v3, CCSK 

v4, TOGAF and AWS 

certifications and he can 

deliver Cloud Security training in 

English and in French. 

 

GUILLAUME 
BOUTISSEAU 
 

 

One of the approved faculty 

members delivering our CCSK 

classes. All online  classes are 

facilitated by a single CSA-

approved faculty. Changes to 

the schedule may arise from 

time to time and may result in 

changes as to assigned 

faculty. 

 

Faculty  
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Supporting  Information  

INCLUSIVES 

 Practical exercises and 

practical labs which give 

you solid examples of how 

to secure Amazon cloud 

services, or audit that; 

 1x exam token; 

 Digital candidate materials. 

 

NOTE 
Terms and conditions apply. 

Please visit Vertical Distinct for 

the full terms. 

 

TARGET 
AUDIENCE 
 

Geared towards security 

professionals but is also useful 

for anyone looking to expand 

their knowledge of cloud 

security. 

 

RECOMMENDED 

It is advised that you have at 

least a basic understanding of 

security fundamentals such as 

firewalls, secure development, 

encryption and identity 

management. 

 

 

 

 

PREREQUISITES 
Laptops and stable internet 

connection required. While 

presentation materials are 

provided including training 

materials and tests during the 

course, you are however, 

required to have a dedicated 

computer and stable internet 

connection. Laptop compatible 

OS are Windows, Linux or Mac. 

 

Preparation. There is some 

preparation required before 

the course starts. You will be 

downloading some software 

and applying for an Amazon 

webservices account. 

 

Webservices account. An 

Amazon web services account 

will need to be created ahead 

of the course at least two days 

in advance of the scheduled 

course date. 

 

Cloud usage fees. These fees 

are also not included as part of 

the registration fee. However, it 

is estimated that these would 

not exceed a few US dollars. 

 

http://verticaldistinct.com/company-information/terms-and-conditions/
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VERTICAL DISTINCT SDN BHD 
A-5-10 Empire Tower, SS16/1, Subang Jaya  

 Selangor Darul Ehsan, Malaysia. 

       +603 5021 8352 |   hello@verticaldistinct.com 

www.verticaldistinct.com 
 

For details of open enrollment, online or private classes across APAC 

Colin Swampillai 

cswampillai@verticaldistinct.com  |  +61 432 486 782 

http://www.verticaldistinct.com
mailto:hello@verticaldistinct.com
http://www.verticaldistinct.com/
mailto:cswampillai@verticaldistinct.com

