
 

 
 

 
ISTR 21 Executive Summary 
 
Introduction 
 
Symantec discovered more than 430 million new unique pieces of malware in 2015, 
up 36 percent from the year before. Perhaps what is most remarkable is that these 
numbers no longer surprise us. As real life and online become indistinguishable 
from each other, cybercrime has become a part of our daily lives. Attacks against 
businesses and nations hit the headlines with such regularity that we’ve become 
numb to the sheer volume and acceleration of cyber threats.   
 
Most threat reports only scratch the surface of the threat landscape, whereas the 
breadth of Symantec’s data enables the Internet Security Threat Report (ISTR) to 
examine multiple facets, including targeted attacks, smartphone threats, social 
media scams, and Internet of Things (IoT) vulnerabilities, as well as attackers’ 
tactics, motivations, and behaviors. While there is much to be learned from this 
comprehensive view into the threat landscape, the following are six key findings and 
trends from 2015.  
 
 
A New Zero-Day Vulnerability Was Discovered on Average Each Week in 2015  
Advanced attack groups continue to profit from previously undiscovered flaws in 
browsers and website plugins  
 
In 2015, the number of zero-day vulnerabilities discovered more than doubled to 
54, a 125 percent increase from the year before. Or put another way, a new zero-day 
vulnerability was found every week (on average) in 2015. In 2013, the number of 
zero-day vulnerabilities (23) doubled from the year before. In 2014, the number 
held relatively steady at 24, leading us to conclude that we had reached a plateau. 
That theory was short-lived. The 2015 explosion in zero-day discoveries reaffirms 
the critical role they play in lucrative targeted attacks. 
 
Given the value of these vulnerabilities, it’s not surprising that a market has evolved 
to meet demand. In fact, at the rate that zero-day vulnerabilities are being 
discovered, they may become a commodity product. Targeted attack groups exploit 
the vulnerabilities until they are publicly exposed, then toss them aside for newly 
discovered vulnerabilities. When The Hacking Team was exposed in 2015 as having 
at least six zero days in its portfolio, it confirmed our characterization of the hunt for 
zero days as being professionalized.   
 
Vulnerabilities can appear in almost any type of software, but the most attractive to 
targeted attackers is software that is widely used. Again and again, the majority of 
these vulnerabilities are discovered in software such as Internet Explorer and 



 

Adobe Flash, which are used on a daily basis by a 
vast number of consumers and professionals. 

Four of the five most exploited zero-day vulnerabilities in 2015 were Adobe Flash. 
Once discovered, the zero days are quickly added to cybercriminal toolkits and 
exploited. At this point, millions will be attacked and hundreds of thousands 
infected if a patch is not available or if people have not moved quickly enough to 
apply the patch. 
 
 
Over Half a Billion Personal Records Were Stolen or Lost in 2015 
More companies than ever are not reporting the full extent of their data breaches 
 
At the close of 2015, the world experienced the largest data breach ever publicly 
reported. An astounding 191 million records were exposed. It may have been the 
largest mega-breach, but it wasn’t alone. In 2015, a record-setting total of nine 
mega-breaches were reported. (A mega-breach is defined as a breach of more than 
10 million records.) 
 
The total reported number of exposed identities jumped 23 percent to 429 million. 
But this number hides a bigger story. In 2015, more and more companies chose not 
to reveal the full extent of the breaches they experienced. Companies choosing not 
to report the number of records lost increased by 85 percent. A conservative 
estimate by Symantec of those unreported breaches pushes the real number of 
records lost to more than half a billion. 
 
The fact that companies are increasingly choosing to hold back critical details after a 
breach is a disturbing trend. Transparency is critical to security. While numerous 
data sharing initiatives are underway in the security industry, helping all of us 
improve our security products and postures, some of this data is getting harder to 
collect.    
 
 
Major Security Vulnerabilities in Three Quarters of Popular Websites Put Us 
All at Risk 
Web administrators still struggle to stay current on patches 
 
There were over one million web attacks against people each and every day in 2015.  
Many people believe that keeping to well-known, legitimate websites will keep them 
safe from online crime. This is not true. Cybercriminals continue to take advantage 
of vulnerabilities in legitimate websites to infect users, because website 
administrators fail to secure their websites. Nearly 75 percent of all legitimate 
websites have unpatched vulnerabilities. Sixteen percent of legitimate websites 
have vulnerabilities deemed ‘critical,’ which means it takes trivial effort for 
cybercriminals to gain access and manipulate these sites for their own purposes. It’s 
time for website administrators to step up and address the risks more aggressively. 
 



 

 
Spear-Phishing Campaigns Targeting 

Employees Increased 55 Percent in 2015 
Cyber attackers are playing the long game against large companies 
 
 
In 2015, a government organization or a financial company targeted for attack once 
was most likely to be targeted again at least three more times throughout the year. 
Overall, large businesses that experienced a cyber attack saw an average of 3.6 
successful attacks each.  
 
In the last five years, we have observed a steady increase in attacks targeting 
businesses with less than 250 employees, with 43 percent of all attacks targeted at 
small businesses in 2015, proving that companies of all sizes are at risk.  
 
It’s not just Fortune 500 companies and nation states at risk of having IP 
stolen―even the local laundry service is a target. In one example, an organization of 
35 employees was the victim of a cyber attack by a competitor. The competitor hid 
in their network for two years stealing customer and pricing information, giving 
them a significant advantage. This serves as a clear warning that all businesses are 
potentially vulnerable to targeted attacks. In fact, spear-phishing campaigns 
targeting employees increased 55 percent in 2015. No business is without risk. 
Attackers motivated purely by profit can be just as technically sophisticated and 
well-organized as any nation state-sponsored attackers. Take, for example, the 
Butterfly gang, who steal information to use in stock manipulation. 
 

Ransomware Increased 35 Percent in 2015 
Cyber criminals are using encryption as a weapon to hold companies’ and individuals’ 
critical data hostage 
 
Ransomware continues to evolve. Last year, we saw Crypto-ransomware 
(encrypting files) push the less damaging locker-style ransomware (locking the 
computer screen) out of the picture. Crypto-style ransomware grew 35 percent in 
2015. An extremely profitable type of attack, ransomware will continue to ensnare 
PC users and expand to any network-connected device that can be held hostage for a 
profit. In 2015, ransomware found new targets and moved beyond its focus on PCs 
to smart phones, Mac, and Linux systems. Symantec even demonstrated proof-of-
concept attacks against smart watches and televisions in 2015.  

 
Symantec Blocked 100 Million Fake Technical Support Scams in 2015 
Cyber scammers now make you call them to hand over your cash 
 
While ransomware continues to grow as a threat, it is not the only threat that people 
face. As people conduct more of their lives online, attackers are finding new ways to 



 

lure victims. Fake technical support scams, first 
reported by Symantec in 2010, have evolved 

from cold-calling unsuspecting victims to the attacker fooling victims into calling 
them directly. Attackers trick people with pop-ups that alert them to a serious error 
or problem, thus steering the victim to an 800 number where a “technical support 
representative” attempts to sell the victim worthless services. In 2015, Symantec 
blocked 100 million of these types of attacks. 

 
Attackers continue to find ways to profit from what can be stolen online. Last year, 
Netflix expanded into new countries, attracting the attention of attackers. Symantec 
researchers discovered logins and passwords to legitimate Netflix accounts being 
sold on the black market. The account access information was stolen via phishing or 
malware. Of course, reselling account access on the black market is not a new 
phenomenon. Symantec continues to see stolen hotel loyalty, airline frequent flyer, 
and gaming accounts advertised for sale on the black market.   


